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Summary of Audit Area 

This review was undertaken by Internal Audit’s external ICT auditors TIAA. 
The review focussed on the nature and structures of data – particularly 
unstructured data and the cost to the Council of providing ongoing data 
storage. 

Summary Terms of Reference of the Audit

To review
 Membership of privileged Active Directory groups;
 Unstructured and commercially sensitive data;
 Leavers access rights and associated data folders; 
 Monitoring of user data storage limits;
 Data Archiving policies and procedures; and
 Data backup routines. 

Risks

 The failure to regularly review user access to superuser privilege 
contravenes GCC security policy and increases the risk of 
unauthorised disclosure of sensitive customer data;

 The failure to analyse or review unstructured data increases the risk 
of legislative action through the unauthorised disclosure of sensitive 
customer data;

 The failure to promptly archive or delete redundant Active Directory 
accounts, directories and mailboxes contravenes GCC security policy 
guidelines; 

 The lack of a policy or process for data archiving contravenes GCC 
security policy and may adversely impact both server performance 
and data storage costs; and 

 The failure to implement an adequate Data Backup policy and to 
maintain adequate physical and environmental protection for backup 
systems and tapes increases the risk of the loss or theft of sensitive 
customer data; and



Key Findings 

The findings from this audit have identified a number of improvement actions.  
The main areas that require attention are:

 review and/or analysis of commercially sensitive unstructured data;
 review of access to superuser privileges;
 The existence of generic and service accounts with Domain Admins 

superuser privilege;
 The failure to delete or archive data for former GCC employees;
 The absence of a formalised Data Archiving, storage and retention 

process; and
 The lack of a Data Backup policy. 

Audit testing confirmed that a documented Information / IT Access policy was in 
place and adequate restrictions placed over user access to the Enterprise Admins 
and Schema Admins privileged Active Directory groups.  All key GCC systems 
are subject to regular data backup routines and backup systems and tapes are 
sited in physically secure Communications (Comms) Rooms.  Active Directory 
user access rights are promptly disabled for all GCC leavers.



Action taken as at the end of December 2016 and/or proposed
Finding Current Actions
Review and/or analysis of 
commercially sensitive unstructured 
data;

A paper jointly sponsored between 
The Information Service and The ICT 
Service has been approved at the ICT 
Governance Board in December 2016 
and will be presented to CoMT in 
February outlining the timescales and 
costs of addressing this issue 

The existence of generic and service 
accounts with Domain Admins 
superuser privilege

A procedure is now in place, 
monitored monthly through the ICT 
Operational Security Forum

Review of access to superuser 
privileges

Included in the above

The failure to delete or archive data for 
former GCC employees

Historically this has been completed 
on request from the line manager. This 
process however was not “policed”. 
CoMT approved a new procedure in 
October, that is now been enforced 
since the 1st December. We are 
currently reviewing options on how to 
resolve historic cases. 

The absence of a formalised Data 
Archiving, storage and retention 
process; and

The process for leavers is now 
established, the 
archiving/storage/retention work will 
be completed following the approval of 
the paper as outlined above  

The lack of a Data Backup policy. This policy is now in final draft, and will 
be submitted to the ICT Governance 
Board in February for approval.

 


